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1 Introduction

1.1 IT-Security in a networked world

The Internet is a world-wide network of computers, which geswvn historically.

The resulting work space (Cyberspace) is full of dangers;esprotection from Cyberspace
attacks on computers and their communication is incompl€tes is essentially

due to the fact that during the development of the languagthefinternet, the
Transport Control Protocol/Internet Protocol (TCP/IR)¢cwrity aspects were notTCP/IP
taken in to consideration. For example TCP/IP in the wideag version 4 does

not know of encryption (not even the encryption of passwprdsirthermore the
sender addresses of a message can easily be forged and eveleteomessages

can be forged or redirected by the intermediate nodes oféheark, the routers.

When using the Internet for both private and commercialiappbns it is therefore
necessary to take additional security measures.

If an unauthorized person gains access to a computer or a goioation network,
data is in danger of being spied on, forged or deleted. Eveendimputer or network
itself can be tampered with or crash. Depending on the agpic affected, an
attack can have diverse and sometimes even disastrougjcemees. Attacks range
from industrial espionage and spying on public offices tddingery and prevention
of business and financial transactions. Personal privatylsa be affected.

The problems faced by Internet Security which are presenésd, are only one
aspect of Network Security dealt with in this course. Sinskecurity problems can,
in principle, be identified in every network and protocolilbwired and wireless.
The number and scale of these IT-Systems has been congjemiling for several
years and as a result of that, IT-Security has become moremanel significant.

This becomes clear when the number and variety of attacketwork security is
regarded. The following list provides a small selectionm@idences:

| Love You Virus, Mai 2000
Estimated damage: 15 Bil. $

Code Red Worm, July 2001
Self-replicating malicious code that exploits a known \arhbility in
Microsoft IIS servers. Performs Distributed Denial of See{DDoS) attack
on www1.whitehouse.gov.

Beagle mass-mailing Worm, January 2004
Distributes by using its own SMTP engine and over P2P-NétaidNorks as
Spam-Relay. Deactivates Virus-Scanners and other sgceldgted software.

Phatbot Worm/Botnet, April 2004
Distributes by using backdoors of other Worms and Virusesvel as a
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wide range of exploits and via mass-mailing. Builds rematetimllable P2P
networks for e.g. DDoS attacks and SPAM actions. "Featucesild be
extended remotely on a modular basis.

EPOC.Cabir Virus, June 2004
First Bluetooth-Virus.

Spoofing attack July 2004
on German credit institute “Postbank”.

This list represents only a small excerpt of current incidefrurther occurrences
can be found almost daily in the press. The large number afesstul attacks

on data and network security does not equate with the amduetbnical secu-

rity measures currently available. An analysis of threasoenarios leads to the
following table:

Threats Security Measures

Eavesdropping Encryption

Falsifying of Messages Authentication of Messages
(Digital Signatures)

Wrong Personalization Authentication of Persons

Observing Anonymity Techniques (e.g. Mixes)

Copyright Infringement Digital Watermarks

Viruses, Worms, Trojans, Spoofing Virus-Scanners, Firewalls, Intrusion
Detection

Ad-ware Ad- and Malware-Scanner

Spam Spam-Filters

A detailed analysis of these technical security measurkgfware mostly based on
hard cryptological methods) would go beyond the scope sfititroduction. How-
ever from the author’s opinion, these methods are adeqagievide reasonable
data and network security. In practice however the use afetimethods is insuf-
ficient. This again is on the one hand because of the lack afkis®v-how and
technical personnel (the lack of perception of dangers la¢songs to this) and on
the other hand because of the lack of suitability of theselyets and service for
everyday life. With respect to the scope of network secusignificance should be
placed on education as well as on research and development.

In this course unit the application of above mentioned sgcaresures in current
networks and protocols is elaborated in more detail.
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1.2 Overview of this course

The CourséNetwork Securitgonsists of two partdletwork Security andNetwork
Security Il Each part consists of seven course units. The seven conitsefiNet-
work Security | cover the six chapters: Introduction, Basiaternet Security Pro-
tocols, World Wide Web Security, Anonymity Techniques, idd=ilters and Fire-
wall Systems. Network Security Il covers six chapters: Aggilon Layer Security,
Security in Wireless and Mobile Networks, Electronic Papi®ystems, Security
Aspects in Mobile Agent Systems, Copyright Protection artcuksion Detection.

The following sections provide an overview of the conterit€loapters 2-12.

This chapter closes with a list of references and recomneereslings.

1.3 Basics

In order to deal with network security, some basic knowledgequired. The kinds
of attackers and attack scenarios on hosts and networkshaustown as well as
the security models and levels which can be extrapolated them.

Furthermore a fundamental understanding of the basic igebs of communica-

tion networks is necessary. Knowledge and an understaraditite seven layers

of the OSI reference model, the utilized switching techegjand the components
involved in communication networks is of fundamental intpace.

Additionally one should be familiar with the internet protd family, should be
familiar with the emergence and the history of the interrsetvall as the structure
of the internet protocol stack. The fundamental protocokhe internet layer (IP)
and the transport layer (TCP, UDP and ICMP) are of significapiortance along
with the security problems of the IP protocol family and coaminternet services.

An outline of this basic knowledge is given in Chapter 2.

1.4 Internet Security Protocols

The Internet protocol suite (TCP/IP) has been designedowitbonsideration of
security. It is very easy to spoof IP addresses, manipul&t& Bnd to eavesdrop
the links.

Recently several cryptographic protocols have been pemhapecified, and partly
implemented in the Internet and the WWW. The developmemtafrhet standards

for security (i.e. RFCspublished as a standard track document) has been slow.
The first RFC to introduce a security-oriented protocol ihTCP/IP suite did not
appear until 1987, with the publication of the first e-madwséty protocol specifica-
tions. In the following years, a number of security-oriehbeternet protocols were
developed and are recently at various stages in the Intstaetiardisation process.

1 Request for Comment
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Internet Society, IAB,
IETF, IRTF

IPSec
SSL, TSL

Hypertext Transfer
Protocol (HTTP)

Internet standards are formally developed under the aespitthelnternet Soci-
ety, whose technical arm is tHaternet Architecture Board (IAB) . IAB consists

of two taskforcesinternet Research Task Force (IRTF)andinternet Engineer-

ing Task Force (IETF). IETF consists of a large number of working groups (WG),
where the bulk of standard development takes place. Degitgreatly increased
activity in security standards in the IETF, the Internettib sot completely secure
(the protocols developed must be used!).

In chapter 3 we outline and briefly discuss some Internetrgggorotocols. In
the case of TCP/IP based networks, cryptographic securipgols can operate
at any layer of the corresponding communications protogivés There are many
proposals for providing security services at the networteas, IP, transport and
application layer. Here we focus on theSecset of security protocols in the IP
layer and two transport layer security protocols, namedysiicure sockets layer
(SSL) and thetransport layer security (TLS) protocols.

1.5 World Wide Web Security

The World Wide Web was originally developed as a publishireglimam for public
documents and therefore provided few controls for regtigciccess to information.
As a wider range of documents and services appeared on thémwmbved security
facilities to satisfy the new requirements were needed.

There are basically three overlapping types of securitysrregarding the World
Wide Web ( [Ste98]):

1. Bugs or misconfiguration problems in the Web server.
2. Browser-side risks.

3. Interception of network data sent from browser to servevice versa by
network eavesdropping.

Following a short introduction, chapter 4 deals with thepiples of authentication
in the sessionlesdypertext Transfer Protocol (HTTP) and then in Section 4.3
“Server-side security” and Section 4.4 “Client-side sagumwith the first two of
the above-mentioned risks. Measures to protect from the tisk are dealt with in
Chapter 3.
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1.6 Anonymity Techniques

The objective of encryption is to achieve confidentialityidbrmation. However,
the fact that two people communicate is not disguised. Téguient opiniormrhose
who do not have to hide something need not be anonymaysapply to everyday
life but is not relevant in communication networks like thernet, where vast
possibilities for data recording and data mining are atgla

For example, each user leaves traces when an e-mail is derttrmgouters involved
in the transport know both the sender and the receiver of g&sage. If this — as
in most cases — is not encrypted, the content can be obseresialso applies to
other services such as FTP (File Transfer Protocol), clssi@es or newsgroups.

There are examples of everyday life where not only the cardea message but
also sender, receiver, and the fact that they communicatednonymous:

e Paying cash is an anonymous business. The payer cannotriidiédevia the
coins used.

e Phone calls to charitable organizations (Samaritans, feeldrug addicts etc)
have to be anonymous. Such a guarantee is also desired byraoas news-
groups in electronic networks.

e Box numbers in newspapers: the name of the person who ashenemains
unknown.

If we transfer these examples into electronic communioatienvironments, it is
often difficult to satisfy both the demand for anonymity amdiability. Many
solutions for the problems mentioned, do not achieve comm@eaonymity, they
only achieve pseudo anonymity where a trustworthy thirdypaarries out the
anonymization.

Chapter 5 deals with some basic ideas of anonymity used irMilke and the Mix-concept,
DC-conceptand introduces the following four basic types of anonymBgnder DC-concept
Anonymity, Recipient Anonymity, Mutual Anonymity and Unsdrvability.

1.7 Packet Filters and Firewall Systems

With host security you enforce the security of each host nm&ckeparately and
make the effort to avoid or alleviate all the known securitplgems that might

affect that particular host. Host security is hard to achiand does not scale in
the sense that as the number of hosts increases, the abibtysure that security
is at a high level for each host decreases. On the other hametwaork security

model concentrates on controlling network access to yotiowa hosts and the
services they offer, rather than on securing them one by dhetwork security

approaches include building intermediate systems to grgtaur internal systems
and networks, using strong authentification approachespliblic-key or one-time
passwords, and using encryption and integrity checks teprparticularly sensi-
tive data as it transits the network through routers.
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Packet Filters
Firewall Systems

Application Gateways

In Chapter 6, we discuss possible solutions to achieve mktsexurity withpacket
filters and/orfirewalls (firewall systems) There are many different definitions
of the term "firewall” in the literature. A firewall represend blockade between a
privately owned and protected intranet, that is assumed szbure and its users are
trusted, and another network, typically a publicly ownetivoek or the Internet.
The later is assumed not to be secure and not trustworthy. pthgose of the
firewall is to prevent unwanted and unauthorized commuimicanto or out of the
protected network.

In [CB94] a firewall system is defined as a collection of cormgrus placed between
two networks that collectively have the following propest

1. All traffic from inside to outside, and vice versa, mustp#tsough the fire-
wall.

2. Only authorized traffic, as defined by the local securitycgowill be allowed
to pass.

3. The firewall system itself is immune to penetration.

These properties are design goals. A failure in one aspexs dot necessarily
mean that the collection is not a firewall, but simply thasihbt a good one. Con-
sequently, there are different grades of security that adilecan achieve. Note
that there must be a local security policy when the rules efitlewall systems are
established.

Other definitions of firewall systems include connectiond data streams from
inside to outside and vice versa and must be strongly autaeed by users. In
this case, the firewall system has to operate at higher lageascommunication
protocol stack where information about users is availabiteese systems require the
use ofapplication gateways Systems which only operate at lower layers without
authentification information about the end users or conmestare called packet
filters. For the sake of clarity, in Chapter 6 we make a cleatirtition between
packet filters (operating at the network layer, Interneétay transport layer in the
Internet protocol stack) and firewalls operating at somédridayer.

The contents of Chapter 6 are categorized in five parts. Beggrwith part 1 which
deals with packet filtering followed by part 2 and 3 which aatuce circuit-level and
application-level gateways. Part 4 discusses how to seetyank topologies for
packet filters or firewall systems to make an intranet secodefiaally, part 5 lists
some further reading.

1.8 Application Layer Security

Users interact at the application layer of the OSI referanoeel for communica-
tion. The application layer must be protected as vigoroaslyhe other layers of
the OSI model.
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Providing security at the application layer is also the nftestible, because the
scope and strength of the protection can be tailored to rheesgecific needs of
the application [Opp00]. With this approach, applicationtpcols must be mod-
ified to provide security services as well as programs wrifte these protocols.
A disadvantage is that these new applications must be al@aita both commu-
nication parties. For example, S-HTTP (Secure Hyperteah3ier Protocol) is a
security-enhanced HTTP protocol. An S-HTTP session reguiie availability of
an S-HTTP-capable client and an S-HTTP-capable server.

The focus of Chapter 7 is on security issues intrinsic to p@ieation layer.

There are many application protocols and services layen¢dmof TCP and UDP
(User Datagram Protocol). The most important of them wilbbdined next. For
each application protocol, we will focus on its security We@sses and give alter-
natives, or security-enhancements proposed to providsehgrity required. So in
Chapter 7, we will deal with:

1. Remote terminal access, implemented by the Telnet relogite protocol.
2. File transfer, implemented by the file transfer proto&diR).

3. The network file system (NFS) which uses RPC (Remote Pusegdall) to
provide transparent file access over a network.

The topics S/IMIME and executable content which are subgeaetwork security
will be introduced in Chapter 7.

1.9 Security in Wireless and Mobile Networks

Mobile networks have become a very attractive channel ferpttovision of elec-
tronic services: They are available almost anytime, anyajhend the user accep-
tance of mobile devices is high. As a result, there is an exaeasing amount of
services offered by mobile networks. They range from sinspkech and informa-
tion services to sensitive applications like banking ocetenic commerce. But this
is not the only reason that the security of data and sigrgatiiinformation play a
very important role. Communication traffic can be eavespeojby everyone with
very simple devices due to the very sensitive radio patheftitta.

In Chapter 8 we will a have brief look at the development of itebetworks to

date. The main discourse in Chapter 8 concentrates on thieityega GSM net- GSM, UMTS, WAP,
works. Further topics are the security mechanism$MTS networks, in theVAP ~ Bluetooth
protocol and in théluetooth standard.
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1.10 Electronic Payment Systems

With the rapid growth of the Internet, and particularly theoNd Wide Web
(WWW), a major new industry has developed worldwide — et@atr commerce.
Online auctions, shopping portals and online book storge bacome routine in
our daily life. Also in areas of communication and transacsi between govern-
ment and public authorities with citizens (so-cal8dC) and inbusiness to busi-
ness (B2B)the Internet and the WWW are used for more efficiency and fetefa
and more comfortable completion of real world processes.vBienever transac-
tions are involved, in most applications payment is madeaditional ways. The
most common payment method used in the WWW today is CrediisCa

Electronic payment systems enable secure payment (traofdtends between dif-
ferent parties) in insecure network environments usinglynel&veloped crypto-
graphic techniques. Most of us are familiar with electrqggagment: we check our
account balance and tenants transfer rent, gas, waterectd@ty bills via on-line
internet services, etc. Electronic payment systems carmaecterized in several
ways: by the way in which money transfer is organized or bytyipe of informa-
tion to be exchanged. Existing payment systems are Credil-kased, electronic
check, electronic cash and micropayment systems. Furtrernelectronic cash
systems may be distinguished@s-line or off-line systemsaccording to whether
banks are involved during the payment process. Electrash cesembles conven-
tional cash. In Credit Card-based systems, bank accourtdgstémers are trans-
ferred via open networks and money is represented by nunrbins accounts. The
Micropayment system is a special group in which the value of@y per transac-
tion is small and fixed with lower security requirements.

Various secure network payment schemes have been develbped/ersities and
different research institutes as well as commercial omgdmns. Some of them
have undergone small scale testing and some of them havepbaesm to fail for
some reasons (for example, some unconditional privacyeptiog systems could
be eventually misused by criminals for blackmailing or mplaeindering).

New technologies, including new security tools, new crgpaphic algorithms and
new protocols are needed to protect privacy during trarsectand to make the
systems more secure, more efficient and more acceptablganipations and indi-
viduals.

Chapter 9 introduces the main technologies involved in rpagtnent systems cur-
rently available to network users. The characteristicdeafteonic payment systems
are described in Section 9.2. We classify electronic paysysiems in Section 9.3
and explain some systems from each category in Section ®idpt€r 9 ends with
a bird’'s eye view on the future of electronic payment systems
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1.11  Security Aspects in Mobile Agent Systems

Over the last decade, computer systems have evolved frotratieed computing
devices supporting static applications, into client-eernvironments that allow
complex forms of distributed computing. Throughout thislation limited forms
of code mobility have existed: the earliest being remotegjotoy terminals used to
submit programs to a central computer and the latest beuwagajgplets downloaded
from web servers into web browsers.

A new phase of evolution is now under way that goes one stapdyrallowing

complete mobility of cooperating applications among suppg platforms to form

a large-scale distributed system. This evolutionary patinémobile agent tech- mobile agent
nology. The mobile agent technology offers a new computing paradigwhich a technology
program in the form of a software agent or a mobile agent, tam the execution

of its code on a host computer, transfer itself to anothentageabled host on the

network, and resume the execution of the code on the new host.

The challenges of mobile agents lie in the lack of proveniappbns, security,

infrastructure and standards. Applications using molglené technology are, for
example e-Commerce, Software distribution, Informatietnieval, System admin-
istration and Network management. Infrastructures candeged as system com-
ponents. In a mobile agent system, these infrastructures gommunication,

naming ser- vice, controlling and locating) should be pded. Communication
defines how a mobile agent communicates with other mobilatag&ome existing
commu- nication protocols are message passing protocayardhronous commu-
nication. Naming service is the process of efficiently nagranmobile agent in

such a way that each mobile agent possesses a unique nantieermvords, given

a mobile agent’s name, one can identify the owner of this tedgent and dis-
tinguish this mobile agent from other mobile agents belogdo the same owner.
Locating is the process of locating the current position @h@bile agent in the

system. Controlling is composed of how mobile agents mégfiee. code serializa-
tion), how a visited host executes a visiting mobile agent.

Standards characterize general rules for applicatiomgumsobile agent implemen-
tations. Security is hard to achieve for mobile agents. dtaserally composed of
protecting mobile agents from malicious hosts and pratgdtiosts from malicious
mobile agents. In Chapter 10, we emphasize security isSuesloile agent sys-
tems. The contents of Chapter 10 are categorized into fats.pBeginning with
part 1 which provides an introduction to the agent technpl®&art 2 demonstrates
the history of the mobile agent concept. Part 3 introducesvanview of mobile
agent systems. And finally, part 4 explains explicitly ségussues of mobile agent
systems.
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1.12  Copyright Protection

Not everything on the Internet is public domain and may benakithout permis-
sion from the creator/owner. Copyright is the protectiopwblished works. There
are some technologies that can be used to protect and ewfgpgeghts on works
published on the Internet. Two of these technologiessatermarking andfin-
gerprinting .

Copyright protection becomes more difficult in the digitadnd than in the ana-
logue world. A copy of digital data can be easy, inexpensavel quickly created
and distributed. Moreover, such a copy is not distinguihfilom the original.

In Chapter 11 we will a have brief look at Copyright protentio

1.13 Intrusion Detection

With an increasing number of interconnected devices, motehnology can be
used to it’s fullest potential, but, at the same time them@krisk of attacks which
can be insider misuse, theft of proprietary informatiomuses, software vulner-
abilities, etc. also rises. With regard to vulnerabilitreported to the Computer
Emergency Response Team (CERT), there was an increase @bad&32 in the
past ten years (http://www.cert.org). Further, it can bgepbed that the attacks are
also becoming more sophisticated — from password guessitige @eginning to
more advanced attacks today such as malicious code attaeksjte defacement,
Distributed Denial of Service (DDoS), etc.

The Internet is an open and distributed system and a seal@jenge, especially
as this open system becomes more complex. This, along wathigg intercon-

nectivity?, the complexity of applications, operating systems analteel protocols
offered via the network as well as subconscious securitywehr of many users
have led to a growth in security threats. One of the measwed 1o fight against
these security threats is Intrusion Detection.

The idea behind the technique of detecting intruders iswien an intruder gets
into a third party system, he leaves traces behind or beldffesently compared
to the normal user. This means that if methods or mechanism$e found to
carefully analyse the dataproduced, there is a greatercehaindetecting a vio-
lation of the system policy and hence the intruders. Dependn how the data
is collected and analysed we speakHufst-based Intrusion Detection Systems
(HIDS), where the software is installed on a single host oNetwork based
Intrusion Detection System (NIDS) whereby the IDS Software monitors a net-
work segment or a complete network. To detect attacks onnrdtion systems,
basically two approaches can be distinguished:

2 In the analog world, as the number of copies increases ualiyjof these copies decreases.

3 The number of Internet hosts increased from 4.852.000rinalg 1995 to 394.991.609 in
January 2006 (http://www.isc.org)
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e Anomaly Detection (Statistical Approaches, Bayesian Networks, Neural Netnomaly Detection
works, etc.) and

e Misuse Detection(Pattern Matching, State Transition Analysis, etc.). Misuse Detection

In Anomaly Detection a profile of the variable to be analysedniade e.g. the
use of resources (CPU usage) or typical user behavioun(lmghaviour, execution
order and frequency of programs, etc.), this is also calleddng term profile and
is compared with the actual realisation of the variable istesm profile). If the
difference between long term and short term behaviour escae a priori defined
threshold, the event can then be seen as an anomaly [Den87].

A different approach is followed in Misuse Detection whereltack specific sig-
natures are stored in the signature database. The datmssr#zen systematically
analysed by searching for these attack signatures in tleestisgam. If a match
occurs, there is an intrusion.

In the first part of Chapter 12, the basic principles which puienordial for the
understanding of intrusions are introduced. We then ptesdief scenario on
how intrusions are prepared and subsequently differeestgpintrusions (protocol
related intrusions, remote access intrusions, Malicimgecetc.) are dealt with.
In the second part we show why traditional security meclmasisuch as Access
Control Lists (ACLs) and Firewalls fail to solve the intrasirelated problems we
are facing today. In closing, we deal with Intrusion Detectiintroduce concepts
and investigate methods and where required, related wpobsin greater detail.

1.14 Recommended literature for this course

There are many good reference books for communication igees and cryptog-
raphy. Here we mention some books which can be useful fandudtudy.

For the general topic of communication techniques: [KadPad9o5], [KDS+00],
[Tan00] and [Spu00].

For the special topic on Internet protocols and servicegs@9], [Fei99], [ComO00]
and [KDS+00].

For a general understanding of cryptographic definitiotngorghms and proto-
cols we recommend the following books and courses: [MOVE#]95], [Sch96],
[Buc99] and [KCL+00].

For the special topic on network and Internet security: Bf)i[Fuh98], [FRUOO],
[Opp00], [DH99] and [EckO06].
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